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AHHoTauuAa. PaboTa noceslleHa MCCNefoBaHMI0 BONPOCOB 06HApyMKeHUA aTaK
MoauduKaLmmn LMdpoBbIX Mogenen nsgenun (oetanen), npegHasHaveHHblx gnsa 3D-neyaTu
B COBPEMEHHbIX KOMMJIeKCax MHTeNNEKTYyaNbHbIX aAaUTUBHBIX NPon3BoACTB. B obLiem
Cny4ae TaKMe CUCTEMbI NPEACTaBAT CO60M CeTH, BKIIOYAIOLLME MHOKECTBO NapassiesibHo
¢yHKLUMOHUpYlowmx 3D-npuHTepos (3D-depMbl), cnocobHble No 3anpocaM nosib3oBaTesie
neyaTaTb TUPAXM U3OENUN, TaKUX KaK 31eMeHTbl PU3NYECKUX KOHCTPYKLUIA poboToB
1 TPaAHCMOPTHbIX CPeACTB, NoNacTv 6ecnMNOTHBIX eTaTesNbHbIX annapaTos W Apyrue getanu
13 NnacTuKa, MeTanna 1 nHelix Matepuanos. CywiecTsyloLwme npuMepbl Taknx 3D-ycTaHOBOK
OKa3bIBaIOTCA YA3BUMbIMU K AENCTBUAM aTaKyIoLLIMX, NbITAOLLMXCA, BO3AENCTBYA Ha LMdpoBYI0
Mopfesb, BHECTU B HEE CKPbITYH0 HECAHKLIMOHUPOBaHHYI0 MoandumKaumio. MNocne Takol aTakm
roTOBble U3e/IMA MOFYT OKa3aTbCA C KOHCTPYKTUBHbLIM AePEKTOM, HO UX BU3YyasibHble
XapaKTepUCTUKM BYOYT NOYTU HEOTIMYNMBI OT OPUrMHANbHBIX 06Pa3L,0B TaKUX U3AENUN.
Hanpumep, ocyLecTBrB Bo3aencTBue Ha fedeKTUBHbIN 3neMeHT Kopnyca BIJTA, aTarywoLwmi
cnocobeH NOHM3UTb ero ynNpaBaAeMoCTb U Aaxe NPUMBECTU K ero paspyLueHuto. B paboTe
NPOBOAMTCA 3KCNEPUMEHTASIbHOE 060CHOBaHME rMNoTe3bl 0 BO3MOKHOCTH 0OHapYKeHMA aTaK
mMoaudMKaL MM LMdpoBLIX MoAeNeN U3AENUA Ha OCHOBe 06paboTKM 1 aHann3a NPOrpaMMHOro
Koda Takux Mogenen. AHanusupyioTca ocobeHHocTU gedekToB Mogenen 3D-usgenun,
npefcTaBfieHHbIX Ha A3blke G-KO4oOB M 0TO6paHHbIX U3 OTKPbITbIX 6a3 3D-Mopenen.
CdopmMurpoBaH Habop AaHHbIX, COCTOALLMIA U3 OPUIMHANBbHBIX MU MOANGULMPOBaHHBLIX Moaesel
nsgenuin. NMpeanoxeH Noaxoa K 06HapyeHuo MoandUKaLmMii c NpUMeHeHNeM aMbeaanHra
ANA npeobpa3oBaHUA OaHHbIX B YACIOBbIE BEKTOPbI M 06yYeHUA Ha HUX KnaccupuKaTopos
C UCMoMb30BaHMEM METOL0B 00yYeHUsA C yunTesieM. IKCNepUMEHTbI Ha TECTOBbIX BbibopKax
[aHHbIX MPOAEMOHCTPMPOBANM paboTocnoCcobHOCTbL NPEANIOKEHHO0 NoaxoAa K 06HapyHeHuo
MoandUKaLLMIA U NePCNEKTUBHOCTb €ro AasibHENLLEro Pa3BUTUA U MPUMEHEHUA Ha NPaKTUKe.
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Abstract. The paper presents a study of the issues of detecting attacks on modification
of digital models of products (details) intended for 3D printing in modern intelligent additive
manufacturing systems. In general, such systems are networks that include multiple 3D
printers (i. e. 3D farms) operating in parallel, capable of printing series of products at user
requests, for instance elements of physical structures of robots and vehicles, blades of
unmanned aerial vehicles and other parts made of plastic, metal and other materials. Existing
examples of such 3D installations are vulnerable to the actions of attackers who try to make
a hidden unauthorized modification by influencing digital models. After such an attack, end
products may have a design defect with visual characteristics that are almost indistinguishable
from the original sample of such a product. For instance, by influencing a defective element of
the UAV body, an attacker may reduce its controllability and even lead to its crash. The paper
considers an experimental substantiation of the hypothesis on the possibility of detecting
modification attacks on digital models of products based on processing and analysis of the
program code of such models. The features of defects in 3D product models presented in
the G-code language and selected from open 3D model databases are analyzed. A data set
consisting of original and modified product models is compiled. An approach to modification
detection using embedding to transform data into numerical vectors and train classifiers on
them using supervised learning methods is proposed. Experiments on test data samples
demonstrated the feasibility of the proposed approach to modification detection and the
prospects for its further development and application in practice.
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BeBepeHue

0JlacTH TPUMEHEHUsS aJIIMTHBHOTO
pou3BoJcTBa U 3D-medaru B yacT-
HOCTHU PACIIUPSIIOTCS C KaXJbIM
nHeM. 3D-neuaTh UCHONB3yeTCs J MpPo-
M3BOJCTBA ACTAJICH JJ11 BOAOOYUCTKHU, ObI-
TOBBIX U3JIEJIHH JIsi CBOOOHOM MpPOAAXKU,
MPOM3BOJCTBA KOMIUICKTYIOIIUX U 3aIrac-
HBIX YacTel Ui pa3IuvHbIX YCTPOUCTB, Ha-

npuMep OECTIMIIOTHBIX JIETATEIbHBIX ara-
patoB (BIIJIA), TypOuH peakTopoB U Jaxe
U1l TIPOU3BOAICTBA NMPOAYKTOB NMUTaHus [1,
2]. Ataku co CTOPOHBI 3J10yMBIIIIEHHUKOB
Ha TaKWe MPOM3BOCTBA MOTYT IIPUHOCHTH
¢uHaHCOBBIE YOBITKH BIIaJeNIbliaM MPOU3-
BOJICTB, a TAaKX€ MMPUBOJIUTH K KaracTpou-
YeCKHM TOCJIeACTBUAM. MccnenoBarensiMu
oTMevaeTcs cinabas 3amuTa 3D-npuHTEpOB,
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