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AHHoTaumsA. B cTaTbe paccMoTpeHbl 3aayv MofepHU3aLum cucTeMbl MHGOPMALMOHHOM
6e30MacHOCTM pacnpeaeneHHON BbIYUCIUTENBHOM CUCTEMBI. B yCTOBMAX pocTa arpeccuMBHOCTH
cpenbl 06BEKTI, 3aLLMLLIEHHOCTb KOTOPbIX paHee cYMTanacb 4OCTaTOHMHOM, Tenepb Hy K aalTcA
B [4OMNOJIHUTENbHBIX Mepax Mo 3aLumTe. B KayecTBe NpUMEPOB MOXKHO MPUBECTU 3HAYUMbIE
06BEKTbI KPUTUYECKOW MHPOPMALIMOHHON MHOPACTPYKTYpPbI, KOTOpble B HAacTosLLLee BpeMs
OTHOCATCA K 06'beKTaM rocperynmpoBaHus. [11A peLleHna 3a4aym CMHTe3a KOMMOHEHTHOIro
cocTaBa cucTeM MHGOPMALMOHHON 6e30MacHOCTU B CTaTbe NPeAsIoXKeH KOMMJIEKCHbI
anropuTM, BK/IOYAIOLLMIA LLArK, Ha KOTOPbIX MPUMEHAETCA Pa3IMYHbIA MaTeMaTUYeCKuit
annapart. Micnonb3oBaHue TaKoro noaxoha no3BosiAeT 0CyLLEeCTBUTb BbIGOp NpMeMsieMoro
BapWaHTa COBOKYMHOCTM NMPOrPaMMHO-TEXHUYECKMX CPeCTB, 06ecrneynBaloLLMX BO3SMOKHOCTb
6/10KMPOBaHMA aTaK Ha 3ajaHHOM YPOBHe 3aLLuMThl. 3aadvy NpeanosiaraeTca peLunTb Ha OCHOBE
GYHKLMOHABbHBIX BO3MOMHOCTEN NPOrpaMMHO-TEXHUYECKUX KOMMOHEHTOB, X NapaMeTpoB
n GYHKLMOHANbHBLIX B3auMocBA3el. HoBM3Ha pe3ynbTaToB UCC/iefoBaHUA 3aK/io4aeTca
B NpeacTaB/ieHUN OUCKPETHOM MoJenu cUcTeMbl MHGOpPMaUMOHHOM 6e30MacHoOCTH
B BUAE CUMYNATMBHOM MoAenu (H4acTHbIN C/lyYait CTOXacTUYeCKOro MporpaMMmUpoBaHms),
no3BonAlLLeln yyecTb GYHKLMOHANIbHbIE 0CO6EHHOCTU anmnapaTtHblX M NPorpaMMHbIX
CPeACTB NPOrpaMMHO-TEXHUYECKUX CPeACTB NP MoAepPHMU3aLMU CUCTEMbI MHGOPMALMOHHOM
6e3onacHocTu. MpeanoKeH anropuT™ CUMYNALMK, YYUTBIBAIOLLMIA XapPaKTEPUCTUKU CUCTEMDI
MHOPMALMOHHOM 6e30MacHOCTH, KOTOpbIe MOrYT MPUHUMATL Kak AeTePMUHUPOBAHHbIE, TaK
1 BEPOATHOCTHbIE 3HayeHus. [py 3ToM BBeieHbl HeobX0AUMbIe onpeneneHns, NoNoHKeH s
KOTOPbIX UIIIOCTPUPYIOTCA YMCTIEHHBIMU NpUMepaMu. PacyeThl NO3B0SIAIOT BbIABUTL Hanbosee
LePULMTHBIE pecypchbl, yCTaHOBUTb, HACKOJIbKO YaauHbl crieLManm3anms U CTPYKTypa CUCTeMbl
MHbOPMALIMOHHOM 6€30MacHOCTU, OLLEHWUTb pe3ysibTaThl USMEHEHWI CUCTEMbI MHDOPMALIMOHHO
6e3onacHocTK, NepepacnpeeneHna ee GyHKLMIM 1 MaTepUanbHbIX CPedCTB.
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Abstract. The article discusses the tasks of modernizing the information security system
of a distributed computing system. In an increasingly aggressive environment, objects whose
security was previously considered sufficient now require additional protection measures.
Examples include significant objects of critical information infrastructure, which are currently
subject to government regulation. To solve the problem of synthesizing the component composition
of information security systems, the article proposes a complex algorithm that includes steps in
which various mathematical tools are used. Using this approach allows to select an acceptable
option for a set of software and hardware tools that provide the ability to block attacks at a given
level of protection. The problem is supposed to be solved based on the basis of the functionality of
software and hardware components, their parameters and functional relationships. The novelty of
the research results lies in the presentation of a discrete model of an information security system
in the form of a simulation model (a special case of stochastic programming), which makes it
possible to take into account the functional features of hardware and software when modernizing
the information security system. A simulation algorithm is proposed that takes into account the
characteristics of the information security system, which can take on both deterministic and
probabilistic values. At the same time, the necessary definitions are introduced, the provisions
of which are illustrated with numerical examples. A simulation algorithm is proposed that
takes into account the characteristics of the information security system, which can take on
both deterministic and probabilistic values. Also the necessary definitions are introduced, the
provisions of which are illustrated with numerical examples. Calculations make it possible to
identify the most scarce resources, establish how successful the specialization and structure of
the information security system are, evaluate the results of changes in the information security
system, redistribution of its functions and material resources.
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BBepgeHue

OCTaTOYHBIN YPOBEHb 3aAILUIIEHHOCTH
MH(POPMALIMOHHBIX M TIPOU3BO/ICTBEH-
HBIX CUCTEM C KOMIIBIOTEPHBIM yTIPaB-
JIEHUEM OIPENEIISETCS] U3MEHSIOIMMCS YPOB-
HEM arpecCUBHOCTHU CPEIbI U, COOTBETCTBEHHO,

BO3MOJKHBIMU MOTEPSIMH OT pean3auy uHop-
MalMOHHBIX arak. B cBoro ouepenp, poct arpec-
CHUBHOCTU CpeJibl (PUKCUPYETCS PETYIATOPaMH,
OTpakaeTcs B M3MEHEHUU TPEOOBaHUH K 3aIllH-
LIEHHOCTH CUCTeM. MEHSIOTCSI MOZEIb YTPO3
1 Mojienb HapymmTens. OObeKTbl, 3alUIeH-
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