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AHHoTauua. CtaTbA NocBALLEHa BONPOCaM KOHTPOIA onepauyuoHHbIX puckos (OP)
KpeauTHol opraHusauunm (KO), Bo3HMKaloLWMX B NpoLecce UCNofib30BaHus IT-TexHonoruin.
Cpeoy 6aHKOBCKUX PUCKOB OMepaLMoHHbIN PUCK 3aHMMaeT ocoboe MecTo MNpeae BCero
B CUJIy TOr0, YTO OH 3aTparuBaeT passiMyHble chepbl 6AHKOBCKON OEATENIbHOCTU U ero
TPYAHO OTAENUTb OT APYrux BUAOB pucKa. OnepauyoHHble PUCKU BO3HMKAIOT B TOM YuCiie
B pe3ysibTaTe NPOCTOA UM HEKOPPEKTHOM PaboThl TEXHUYECKUX CUCTEM U 0b0pyaoBaHUSA.
B cBA3M C NOCTOAHHLIM POCTOM CTEMEHU aBTOMaTM3aLun 6aHKOBCKUX BU3Hec-NpoLeccos
BO3HWKAIT HoBble rpynnbl UT-pucKa, KoTopble MOryT OKasblBaTb CYLLECTBEHHOE
B/IMAHUE Ha OeATeNbHOCTb KPpeaMTHOM opraHu3auun. Llenbtio paboTbl ABNAETCA co3haHue
C UCMoJIb30BaHWEM BbICOKOYPOBHEBOM bubnnotekn Keras Ha A3bike Python uckyccTBeHHON
HenpoHHom ceTu (MHC), KoTopasA B aBTOMaTU3MPOBaAHHOM PEUME KOHTPONUPYET YPOBEHb
KPUTUYHOCTM Bo3HMKLLEero UT-pucka. B cTaTbe Ha ocHOBe NpoBeAeHHOr0 aHanM3a pUCK-
CO6LITUI, CBA3AHHBLIX C UCMOJSIb30BaHNeM UT-TexHONOrWi, BelgeieHbl MOTOKWU AaHHBIX,
MOCTYNaloLLMX Ha BXOZ HEMPOCETH, U onpefesieHa ee CTpyKTypa. B paboTe Take npuBogATcA
pe3ynbTaTbl 06y4YeHWs co34aHHON aBTopaMu HeMPOCeTH Ha 0CHOBe CHOPMMPOBaHHbLIX HAbopOoB
AaHHbIX. Micnonb3oBaHWe MHTENIEKTyallbHbIX METOL0B OLLeHKM YPOBHA KPUTUYHOCTU
onepaunoHHoro NT-pucka no3sBonAeT onepaTMBHO MPUHUMATL Mepbl MO0 MUHUMU3AL MM
nocneacTBUA U TaKUM 06Pa30M CHU3UTb NPAMbIE U KOCBEHHbIE NMOTEPU. B CBA3U C N3110KEHHBIM
BblLLe aBTOMaTM3auuA ynpaBfieHna onepaumoHHbIMA PUCKaMM Ha OCHOBE MPUMeEHeHMUA
HeMpoceTeBbIX TEXHOIOMUI ABMIAETCA HA CErOAHALLHWUIA MOMEHT A1 Kpe AUTHBIX OpraHu3aLLmn
0HOM U3 Haubonee aKTyanbHbIX 3afay. [loNyyeHHble pe3ynbTaThl HOBbl U MOTYT bbITh
MCNob30BaHbl KpeAUTHBIMU OpPraHN3aLMAMM B MPOLLECCe NMOCTPOEHMA aBTOMATU3UPOBAHHbIX
CUCTEM KOHTPOJIA M YNpaB/IeHMA 0nepaLyoHHbIMU PUCKaMMU.
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O na untupoBanua: Yymarosa E.B, KopHees [].I., [acnapuar M.C., Maxos U.C. OueHKa ypoBHA KpUTUYHOCTU
OrnepaLMoHHOM0 prCcKa baHKa Ha 0CHOBE HelpoceTeBbix TexHonorui // MpuknagHaa nHdopMatuka. 2023.
T.18.N° 2. C. 103-115. DOI: 10.37791/2687-0649-2023-18-2-103-115

103
Jla6opaTopua B> MopenupoBaHue NpoLIECCOB U CUCTEM [ ]



MPUKNTAOHAA UHOOPMATUKA / JOURNAL OF APPLIED INFORMATICS

[ Vol. 18. No. 2. 2023 ]

Assessment of the bank’s operational risk

criticality level based on neural network
technologies

E. Chumakova', D. Korneev’, M. Gasparian®, I. Makhov’
'Moscow Aviation Institute (MAI), Moscow, Russia
*Plekhanov Russian University of Economics, Moscow, Russia
‘Gasparian.MS@rea.ru

Abstract. The article is devoted to the issues of controlling the operational risks of
a credit institution arising in the process of using IT technologies. Among banking risks,
operational risk occupies a special place, primarily due to the fact, that it affects various
areas of banking activity and is difficult to separate from other types of risk. Operational risks
arise, among other things, as a result of downtime or incorrect operation of technical systems
and equipment. Due to the constant growth in the degree of automation of banking business
processes, new IT risk groups are emerging that can have a significant impact on the activities
of a credit institution. The aim of the work is to create an artificial neural network using the
high-level Keras library in Python, which automatically controls the level of criticality of the
IT risk that has arisen. In the article, based on the analysis of risk events associated with the
use of IT technologies, the data flows entering the input of the neural network is identified and
its structure is determined. The paper also presents the results of training a neural network
created by the authors based on the generated data sets. The use of intelligent methods for
assessing the level of criticality of operational IT risk allows you to quickly take measures to
minimize the consequences, and thus reduce direct and indirect losses. In connection with the
above, the automation of operational risk management based on the use of neural network
technologies is currently one of the most urgent tasks for credit institutions. The results
obtained are new and can be used by credit institutions in the process of building automated
systems for monitoring and managing operational risks.
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BBepneHue

a JIECSATUIIETHE, TIPOLIE/IIee TIOCIe MUPO-
3 BOTO (DMHAHCOBOTO KpH3Wca, OAHKU U UX
PEryIUPYIOIINE OPraHbl CTATIH BCe OOIbIIE
0CO3HaBaTh HEOOXOIUMOCTh YNPAaBICHUS PH-
ckamu. PanuoHanbHOE yIpaBlIeHHE PUCKAMU
MMEET OCHOBOIIOJIArarolee 3HaYeHUE ISl JTI000H
OPraHU3ALUH U SIBISETCS HEOThEMIIEMOU YacThiO
3¢ PEKTUBHOTO KOPIIOPATHBHOTO YIIPABIICHNSI.
OHaKO HECMOTPS Ha TO, 4TO OaHKH pa3pabo-
TaJIH CIIOKHBIE CHCTEMBI KOHTPOJIsI PHHAHCOBOTO

pHUCKa, OHU C TPYZAOM CIPABJISIOTCS C OIepaln-
OHHBIM PHCKOM IIPEXKJI€ BCEr0 B CHIIy CJIOXKHO-
CTH €ro uAeHTU(UKAIMY 1 HOopMaTU3aLlnu.

B MexnyHapoqHoi KOHBEPreHLIMH U3MeEpe-
HUS KalluTajla ¥ CTaHJapToB Kanurtana bazens-
CKUI KOMHTET TI0 OaHKOBCKOMY HaJ30py OIpe-
JIeNIIeT OTNEepPAIOHHBIA PUCK KaK PUCK TOTEPH,
CTaBILUX PE3YJbTaTOM HEAJECKBATHBIX WM He-
3¢ (EeKTUBHBIX BHYTPEHHUX MPOLECCOB, JEH-
CTBHH JIIOJIEW ¥ TEXHUYECKUX CUCTEM MJIM BHELI-
Hux coObiTuit [1]. HecMoTps Ha TO, 4TO JaHHOE
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