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AHHoTauua. CteraHorpaduyeckue MeTodbl BCcerga OpueHTUpoBaHbl Ha KOHKPETHbI
dopMmaT daitna, Mcnonb3yeMoro B KayecTBe KoHTelHepa. Hanbonbline TpygHoCTH
BO3HWKaIOT NpY BCTpaMBaHUM B TEKCTOBbIE JOKYMEHTbI C pa3MeTKol. B cTaTbe npegnoeHa
Mofeflb BCTPauMBaHWA B YNPaBAoLLME Tern CTPYKTYPUPOBAHHbIX TEKCTOBbLIX JOKYMEHTOB.
Mogenb ucnonb3yeT ApeBOBMAHYI0 CTPYKTYPY AOKYMEHTa M OCYLLeCTBAeT BCTpauBaHue
B cBO60Hble IMCTOBbIE BepLUMHLI. Takoi Noaxofd no3BosiAeT 406aBMATL CKPbIThle AaHHbIE,
He BNMAIoLLMe Ha LUTaTHOe oTobparkeHWe JoKyMeHTa. Ha ocHoBe gaHHo Modenu npensioxeHo
[Ba cTeraHorpaduyecknx metona. MNepBblit MeToq BCTPaMBAET CKPbITbie AaHHbIE B Teru
html-goKkymeHTa, nob6aBnsAa HeoTobparkaeMble Tern U CTUMEBbIE Kacchl K CBO60OHbIM
NCTOBbIM BepLUMHaM. [1ns o6HapyeHWA BCTPOEHHbIX AaHHbIX UCMOJb3yeTCA NaeHTUdMKaTop
BCTPauBaHwA, pPoJSib KOTOPOro UrpaeT MMA HOBOIO Knacca. [11A 3aLuThl 0T CTeroaHanvsa uMeHa
HOBbIX K/TaCCOB CO34aloTCA C UCMOJSIb30BaHWEM KIlloua BCTPanBaHUA U CTOMKOMN XeLl-GyHKLMM.
®opmaT naeHTUGUKaTOPOB BblibMpaeTca TakMM 06pa3oM, YTobbl coBnagatb ¢ $opMaToMm
MMeH MCX0OHOro JAoKyMeHTa. Takoi nogxod GopMmMpoBaHNA MMeH No3BoNAET pacnpeaenaTtb
610KMN CKPLITOro Co0bLLEHMA CyYaliHbiM 06pa3oM Mo cBO6OAHbLIM JIMCTOBLIM BepLUMHAM.
BTopoit MeTod nNpeaHasHayveH ANA cTeraHorpa¢uyeckoro BCTpaMBaHnA B Xml-4OKYyMEHTHI.
CKpbITble faHHble fobaBnAlTCcA B aTpnbyThl CBOOOAHBLIX IMCTOBLIX BepLMH. 1A paboThi
MeToda TpebyeTcA ABa HoBbIX aTpubyTa. 06a aTpmbyTa onUCLIBaOTCA B BUAE AOMOSHUTENBHOM
CTPYKTYpbI, He OTAIMYMMON OT MPUCYTCTBYIOLLMX B AOKYMeHTe. oeHTudmKaTop BCTpanBaHus
TaKKe GopMMpyeTCA C MOMOLLbIO KiloYa BCTpaMBaHUA M HoMepa BCTpoeHHoro 6oKka. [nA
npeacTaBfieHWA OaHHbIX UCMOMb3yeTCcA anropuT™ WndpoBaHusa, YTo TpebyeT BBEAEHNA
LOMONHMTESNIbHOro Kitova. 06a MeTofa UCMOoNb3yoT MaCKMPOBKY BCTPOEHHbIX AaHHbIX 4J1A
NPOTUBOAENCTBMA CTeroaHanysy ucxodHoro Koga. CteroaHanus TaknMx MeTo4oB UMeeT
3KCMOHEHLMANbHYI0 airOPUTMUYECKYI0 CIIOHHOCTb, M03TOMY 06a MeToAa NMPMMEHMUMbI TOSTbKO
K 60/bLLUM daitnam.
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Abstract. All steganographic methods are focused on a specific container file format. Text
documents with markup are the most difficult object for steganography methods. The article
suggests a model for embedding structured text documents in control tags. The model uses
the document tree structure and embeds into free leaf nodes. This approach adds hidden
data that does not affect the display of the document. Two steganographic methods are
implemented based on this model. The first method embeds hidden data into html document
tags. The embedding method adds underplayed tags and style classes to free leaf nodes. The
hidden data extraction method uses the embedding identifier. This role is played by the name
of the new class. The name generation algorithm is based on the embedding key and hash
function. The format of the identifiers matches the format of the source document names.
This naming method allows the hidden message blocks to be randomly allocated to free leaf
nodes. The second method embeds steganographic inserts into xml documents. Hidden data is
added to the free leaf node attributes. The method requires two new attributes to execute. The
optional structure describes both attributes. The format of this structure is indistinguishable
from the structures present in the document. The embedding identifier is also based on the
embedding key and the embedded block number. The data view uses an encryption algorithm
with an additional key. Both methods use embedded data masking to counteract source code
steganalysis. Steganalysis of such methods has exponential algorithmic complexity, so both
methods are only applicable to large files.
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BeeneHue

TeraHorpauueckue MeTopl BCTpa-

WBaHMS JTAHHBIX B JIETAJbHbIC (aiiiIbl

npuooOpeTaroT Bc€ OoJbIee pacipo-
CTpaHEHHUE KaK JOMOJHUTEIbHBIE MEXa-
HU3MBI 3auThl HHpopmanuu. OCHOBHOM
LEJIBI0O DTUX METONOB CTAaBUTCS COKPBHI-
THE camMoro ¢akra HaJIU4Ms COOOLICHUS.
Creranorpaduueckasi BCTaBKa GopMHUpY-
eTcs B (pailie-KoHTEeHHEepe B Pe3yabTaTe u3-
MEHEHUS UCXOJHBIX TaHHBIX. [Ipr 3TOM BBI-
JBUTAETCsl TpeOOBaHNE HEOOHAPYKUMOCTH
BCTPOCHHBIX JIaHHBIX IIPH IITaTHOM HCIIOJIb-
30BaHUM KOHTelHepa. Bropoe TpeboBanue

CBOJUTCS K YCTOMYUBOCTH K CTErOaHAJIN3Y.
IIpu creroananuse uccaenyeTCs] NCXOIHBIX
TEKCT (haiina ¢ meabpio 0OHAPYKEHUST aHOMa-
JIMI CTPYKTYPBI X 3HAYEHUs JAHHBIX, CBUJIC-
TEJIbCTBYIOIINX 00 UCKYCCTBEHHOM M3MEHE-
HUU €ro coziepkaHus. B cBs3u ¢ atum cre-
raHorpa(uueckue MeToJbl BCErJa KeCTKO
CBSI3aHBI CO CTPYKTYpOHl (aiina, KOTOpHIii Huc-
IIOJIB3YETCsl B KAUE€CTBE KOHTEHHEpA.
HaunGounbiiee pacnpocTpaHeHue moiy-
YU CTeraHorpaguueckue aJropuTMbl
BCTpauMBaHUs JaHHBIX B MYJIbTUMEIUI-
Hble ¢aiisl [1-4]. Dt daitnsl BKIIFOUYAOT
B ce0s1 O0IbIIIOE KOJTMUYECTBO HH(POPMALIUH,
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