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AnHotauma. O6ecneyeHme MHGOPMaLIMOHHOM 6e30MacHOCTV aBTOMATU3MPOBaHHbIX CUCTEM
yrnpaBnieHna TexHonormdeckumm npoueccamu (ACY TI) — 3agava cnorHas, 1 ee peLleHne
TpebyeT KoMnneKkcHoro noaxona. HeobxoauMo paccMaTpmBaTh pasnnyHble KOMMbIOTEPHbIE
Yrpo3bl, KOTOPbIE MOMYT HOCUTb BHELLIHWM, BHYTPEHHWI, CllyYaliHbIA UM NpeaHaMepeHHbIN
XapaKTep. M1poBo pocT KMbeprpecTynyieHWin U MOCTOAHHOE COBEPLLEHCTBOBaHME KnbepaTtaK
TpebyloT NoBbiLeHUA ypoBHA 3awmeHHocTu ACY T, Be6-pecypcoB, MHGOPMaLMOHHBIX
cucteM U T. 4. Llenbto gaHHoro nccnegoBaHnA ABNAETCA NOBbILLEHWE YPOBHA 3aLLMLLIEHHOCTU
ACY TI1. JocTueHne NocTaBNeHHOM Lieniv BO3MOXKHO MyTeM peLleHMA MaBHOM 334aum —
06y4eHnA Nonb3oBaTeNein pearMpoBaHuio Ha GaKTbl peanmnsaLymM KOMMbIOTEPHBIX Yrpo3 Mpu
3Kkcnnyatauum ACY Tr1, 1. e. MHUMAeHTbI MHpopMaLMoHHOM 6e3onacHocTU. B cTathe onucaHo
nporpaMMHoe obecrieyeHne, KOTOPOE MO3BOSAT MOJYYUTb NOJIb30BaTENIAM NPOMbILLIEHHOM
aBTOMaTU3MPOBaHHOM CUCTEMBI NPaKTUYECKME HaBbIKM 1A aAeKBaTHOO pearnpoBaHUsA Ha
WHUMOEHTbI, MOBLICUTL YPOBEHb 3HaHWI MoJb30BaTesielt B 06/1acTy 3alLUmTbl MHGOpMaLmK.
B paboTe npenacraeBneH aHanus nHoopMaumnoHHon 6esonacHocTn ACY TI1, KoTopblii
rnokKasar, 4to B cpegHeM B 89,5% crnydaeB 310yMbILLNEHHUKM 017 HECAHKLMOHWUPOBAHHOIO
MosTy4eHnA 0OoCTyrna K MHGOpMaLIMK UCMONb3YI0T Bpe4oHOCHOE NMporpaMMHoe obecrneveHue,
B cpedHeM B 83% cnydaeB — MeToAbl COLMANbHOM MHKeHepun. [nAa uccnepgosaHmA
BblbpaHa MpoMbILL/IEHHaA aBTOMaTU3MPOBaHHaA cUCTeMa KpynHOro npeanpuATuA
MalLMHOCTpouTeNbHOM oTpacnu Pecnybnuku TaTapctaH. PesynbTathl nccnemoBaHuA
rMoKasanu, YTo fnocfie NpMMeHeHUs TpeHaxepa Mosb3oBaTeNnn 6onee ageKkBaTHO
pearnpyloT Ha BO3HUKaloLLMe UHUMOEeHTbl MHPopMaLMoHHoM 6e3onacHocTu. B cpegHeM
KOJIMYECTBO aTak B aHaNM3UpyeMbIX Nepuodax B LieSIOM COKpaTUIock Ha 28%: YMcro aTtak,
peanmnsyeMblx C MOMOLLbI0 METOL0B COLMANbHOM MHKeHepuK, — Ha 51,75%, KonM4ecTBo atak
C VCMo/b30BaHWEM BPeLOHOCHOI0 NporpaMMHoro obecriedeHms — Ha 40,25%, KonnyecTso
ataK Tvna DoS - Ha 11,75%, Konun4ecTBo aTtaKk nogbopa y4eTHbIX AaHHbIX — Ha 7,5%.
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Abstract. Ensuring information security of automated process control systems (IACS) is
a difficult task and its solution requires an integrated approach. Various computer threats need
to be considered, which may be external, internal, accidental or deliberate. With the global
growth of cybercrimes and the constant improvement of cyberattacks, it is necessary to
increase the level of security of IACS, web resources, information systems, etc. Achieving the
goal of increasing the level of security is possible by solving the problem of training users to
respond to the facts of the implementation of computer threats during the operation of the IACS,
i. e. information security incidents. The article describes software, the main task of which is to
provide users of an industrial automated system with practical skills for an adequate response
to incidents, which will increase the level of users' knowledge in the field of information security.
The paper presents an analysis of the information security of an automated process control
system, which showed that, on average, in 89.5% of cases, attackers use malicious software
to gain access to information unauthorizedly, and on average, in 83% of cases, they use social
engineering methods. An industrial automated system of a large enterprise in the machine-
building industry of the Republic of Tatarstan was selected for the study. The results of the study
and experimental data showed that as a result of training and after it, users more correctly
and adequately respond to emerging information security incidents due to the fact that most
situations were considered and analyzed during the training period using software. On average,
the number of attacks in the analyzed periods as a whole decreased by 28%: the number of
attacks carried out using social engineering methods decreased by 51.75%, the number of
attacks using malicious software by 40.25%, the number of DoS-type attacks — by 11.75%, the
number of credential brute-force attacks — by 7.5%.
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Beepenue
OGecnequHe nH(pOpMAIIMOHHON Oe30mac-

Hoctu ACY TII — 3amaua ciaoxkHas, U ee
pemieane TpeOyeT KOMIUICKCHOTO ITOM-
xoma. HeoOxomumMo paccMaTpuBaTh pa3HOPOIHEIC
YIpO3bl, KOTOPBIE MOTYT OBITH BHEIITHUMH U BHY-
TPEHHUMH, CITyYailHBIMU U IPEAHAMEPECHHBIMHU.

[puuem kakas Obl KnaccuUKays HA ObLTa pac-
CMOTpEHa, B JII000i M3 HUX TaK WM WHAYE NMEET
MecTo uenioBedeckuii paxrop. B cBs3m ¢ 311MM 1ipu
(bopMHpPOBaHUH TIEPEUHST MEp NPOTHUBOACHCTBHSA
yrpo3am 0e30IacHOCTH B HETO BCET/Ia BKITIOYASTCS
MYHKT «00y4eHue rnepconaia». OIHaKo Korna pedb
uaeT 00 MH(HOPMAIIMOHHON 0E€30TIaCHOCTH, TTOBHI-
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