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AHHoTauusa. lMpencTaBfieHbl pe3ynbTaThl UCCNEO0BaHMI, Lenblo KOTopbiX 6bina
pa3paboTKka anroput™a BbiABIEHWA Yrpo3 MHGOPMaLIMOHHONM 6e30MacHOCTM B pacrpeesieHHbIX
MYJETUCEPBUCHBIX CETAX, 06eCrneUnBaloLLmMX MHPOPMALIMOHHOE B3aUMOOEeNCTBME PErvoHabHbIX
OpraHoB FOCYAapCTBEHHOM 0 YNPAaB/IeHNA, @ TaKHKe MX KOMMYHUKaLMIO C HaceNeHMeM pernoHa.
AKTyanbHOCTb TeMbI UCC/Ief0BaHWIM 06YCNOBIIEHA 3HAUMTE bHBIM POCTOM KbepaTaK pasnmnyHbIX
BWOOB Ha BblUYMC/IUTENIbHbIE CETU OPraHOB roCyOapCTBEHHOM BNacTM U HE06X0AMMOCTbIO
MOBbILLATh YPOBEHb 3aLLMLLIEHHOCTU 3TUX CETE 3a CYET UHTESINIEKTyanmn3aLmm MeTo4oB 60pbObl
C yrpo3amu HdopMaLMoHHOM 6e30mnacHoCTH. B ocHOBe anroputMa NesuT NpUMeHeHe MeToaoB
MalUMHHOrO 06yyYeHnA ONs aHaiM3a BXoAsALLero TpaduKa C LeNblo BbiABIEHUA COObITUA,
BIMAIOLLMX Ha COCTOAHKME MHOPMaLMOHHOI 6e30MacHOCTN OpraHoB rocyqapCcTBeHHONM BNacTM.
Anroput™ npegycMaTpuvBaeT NpenpoLLecCMHr BXoAHOro Tpaduka, B pesyssTaTe KOTOporo
dopmupyeTcs Habop 1306parkeHuit (CMrHaTyp), nosly4aembix Ha 0cHoBe 6MHapHBbIX daitnos
Wasm, a 3aTeM 3anycKaeTcA KnaccumraTop nsobpareHuin. OH CogepHuT nocnenosartesibHoe
BKJII0YEHME MTYOOKMX HEMPOHHbIX CETei — CBEPTOYHOM HEMPOHHOW ceTu O1A KnaccuduKaLmm
CUrHaTYp M PeKyppeHTHOM ceTU, KoTopana obpabaTbiBaeT NocsefoBaTesIbHOCTH, MoslyYaeMble
Ha Bbixode cBepTo4YHoM ceTu. OcobeHHOCTN HOPMUMPOBAHUA CUrHATYp B NpeasiaraeMomM
anropuTMe, a TaK*e NnocsieJoBaTeNlbHOCTeN Ha BXOAE B PEKYPPEHTHYIO CETb Aal0T BO3MOMHOCTb
nosyyaTh pesy/sTUPYIOLLYI0 OLeHKY MHGOPMALIMOHHOM 6€30MacHOCTM C YYeTOM NpeabiCTopum
TeKyLL,ero ee cocTosAHMA. Bbixo peKyppeHTHOM ceTu arpermpyeTca ¢ pe3y/bTaToM CpaBHEeHMUA
aKTyaslbHbIX CUIHATYp C MMelLMMIUCA B B6ase AaHHbIX. Arperauua BeINoHAETCA CUCTEMO
HeYeTKOro BblBOZa BTOPOro TWUMa, UCMOJb3yoLLLel UMMMKaLMIo No anroputMy MamaaHu,
KoTopas W BbipabaTbiBaeT UTOTOBYI0 OLLEHKY Yrpo3 MHPOPMaLMOHHON 6€30MacHOCTHU.
PaspaboTaHo nporpaMMHoe obecrieyeHue, peanmsytoLLee NpeasioHeHHbIR anropuT™, NpoBeaeHb!
3KCMEePUMEHTbI Ha CUHTETUYECKOM Habope OaHHbIX, KoTopble NMoKa3anu paboTocrnocobHOCTb
anropuTMa, NoATBEpANIIU LienecoobpasHOCTb ero AaslbHelLLero CoBepLIEHCTBOBaHNA.

KnioueBble cnoBa: pacnpeneneHHble MyNibTUCEPBUCHLIE CETH, I/lHd)OpMaLI,I/IOHHaH 6e30MacHoCTb, FJ'IY6OI-(MG
HeVIpOHHbIe cetn
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Abstract. The results of studies are presented, the purpose of which was to develop an
algorithm for identifying information security threats in distributed multiservice networks that
provide information interaction of regional government bodies, as well as their communication
with the population of the region. The relevance of the research topic is due to a significant
increase in various types of cyber attacks on the computer networks of public authorities and
the need to increase the level of security of these networks by intellectualizing methods for
combating information security threats. The algorithm is based on the use of machine learning
methods to analyze incoming traffic in order to identify events that affect the state of information
security of public authorities. The algorithm provides for input traffic preprocessing, as a result of
which a set of images (signatures) obtained from Wasm binary files is formed, and then the image
classifier is launched. It contains a sequential inclusion of deep neural networks — a convolutional
neural network for signature classification and a recurrent network that processes the sequences
obtained at the output of the convolutional network. Features of the formation of signatures in the
proposed algorithm, as well as sequences at the input to the recurrent network, make it possible
to obtain the resulting assessment of information security, taking into account the history of its
current state. The output of the recurrent network is aggregated with the result of comparing the
actual signatures with those available in the database. The aggregation is performed by the fuzzy
inference system of the second type, using the implication according to the Mamdani algorithm,
which generates the final assessment of information security threats. Software was developed
that implements the proposed algorithm, experiments were carried out on a synthetic data set,
which showed the efficiency of the algorithm, confirmed the feasibility of its further improvement.
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BesepeHue

CJIIO)KHBIX COBPEMEHHBIX YCIOBUSAX TPO-
BTMBOCTO;IHM;{ Ha MEXJYHapOIHOW apeHe

Poccuiickoit @eneparuu u 3amagHOTO
MHUpa UX KOHOPOHTALKS B MOAABIISFOIIEM 00JThb-
IMHCTBE c(hep B3anMOJCHCTBUS JeNaeT 3a1aqy
TIOBBINIEHNS] YPOBHS HAIIMOHATIHLHOM O€301acHo-
cti Poccun offHMM W3 TIPUOPUTETHBIX HAIIPAB-

JICHUH eATETbHOCTH OPTaHOB TOCYIapPCTBEHHON
BJIACTH pa3HBIX ypoBHEH. B pamkax 3Toif 3amaun
JIOJDKHA 00eCTIeYnBaThCs M MHPOPMAIMOHHAs 0e3-
omacHOCTh (B) cTpaHbl Kak OAMH W3 BaKHEH-
X SJIEMEHTOB JIESTEITBHOCTH IIEJIOTO CTeKa Op-
raHoB eiactu: Komutera I'ocynapctBenHoi Jlymbl
1o 6e3omacHocty; CoBera 6ezonacHocTu Pocen;
DenepabHOM CITy>KOBI IO TEXHUYECKOMY U DKC-
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