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AHHoTauuma. PaccmaTpuBaeTca npobsieMa gMHAMUYECKoro obHapyMHeHua Knbepyrpos
B pacnpefeneHHbIx cucteMax MHTepHeTa BeLLen B YC/IOBUAX OFPaHUYEHHON afanTUBHOCTH
CTaTUYECKMX CUCTEM 0OHAPYKEHWNA BTOPHKEHUIN N YyA3BMMOCTU MOoAesen MaLlMHHOI0 06y4eHun
K cocTA3aTesibHbIM BO3AenCcTBUAM. Llenblo paboTbl ABnsAeTCA noBbileHWe 3GPeKTUBHOCTH
06Hapy*eHusA Knbepyrpos B pacrpeneneHHbIx loT-cucTemMax no KpUTePUAM pesybTaTUBHOCTU
W OMepaTMBHOCTM 3a CYeT NMPUMEHEHMUA FreHepaTMBHbIX MoAesen, CNocobHbIX MOAEeNMpoBaTh
HOpMaJsibHOe U aHOMaJsibHoe NoBeeHMe Y3/10B C y4eTOM U3MEHUYMBOCTM cpedbl. Mcnonb3yeTcA
MeTo[, OCHOBaHHbIM Ha NPUMEHEHUN FeHePaTUBHO-COCTA3ATE bHbIX MOAEIEN U KOHTPACTUBHOIO
06y4yeHuns gnsa GopMUPOBAHUA OLLEHKM aHOMasIbHOCTM BPEMEHHbIX OKOH |0T-AaHHbIX M NPUHATMA
peLleHUs Mo NoporoBoMy npasuiy. BbiMosiHEH BbIMUCUTENbHBIA SKCMEPUMEHT Ha OTKPbITOM
Habope aaHHbIx N-BaloT gns cueHapueB aTak ceMelicTBa Mirai, B paMKax KoToporo nposefeHa
CpaBHWTESIbHAA OLEHKA CTAaTUCTUYECKUX, TIMHENHBIX U aBTO3HKOA4EPHbIX MeTO40B 0OHapyHeHNA
aHoOMasnui Ha OKOHHOM MpefcTaBneHun loT-gaHHbIX. MNoKasaHo, Y4To BbibpaHHOe NpM3HaKoBoe
onvcaHue obecrneynmBaeT BbICOKYI0 pe3y/ibTaTUBHOCTb 06HapYHeHUs KMbepyrpo3 npyu Masiom
BpeMeHW BbIBOAA, @ MPUMEHEHWE aBTO3HKOAEPA AEMOHCTPUPYET Hauny4Llne 3HaveHua F1-Mepbl
Ha pacCMOTPEeHHbIX cLueHapuaAx. [onyyYeHHble pe3ynbTaThl MOATBEPHKAAIOT NEPCNEKTUBHOCTb
OanbHeuLlen peanmsauumn npeasioXeHHoro reHepaTMBHOIO MeToAa AJ1A aHanM3a BPeMeHHbIX
nocfiegoBatesibHocTel loT-TpadumKa 1 ero NpMMeHeHUs B MHTENNIEKTyallbHbIX cpeacTBax
MOHWUTOPUHIa ceTeBoM 6€30MacHOCTM Ha ypoBHe nepudepuiiHbIX Y3108 1 L0308 loT-cucteM.
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Abstract. The article examines the problem of dynamic cyberthreat detection in distributed
Internet of Things systems, addressing the limited adaptability of static intrusion detection
systems and the vulnerability of machine learning models to adversarial influences. The aim
of the work is to improve the effectiveness of cyberthreat detection in distributed loT systems
based on efficiency and timeliness criteria by using generative models capable of simulating
normal and abnormal node behavior while accounting for environmental variability. A method
based on generative adversarial models and contrastive learning is employed to generate
anomaly estimates for loT data time windows and make decisions based on a threshold rule.
A computational experiment was conducted on the open N-BaloT dataset for Mirai family attack
scenarios, comparing statistical, linear, and autoencoder-based anomaly detection methods on
windowed representations of loT data. It was demonstrated that the selected feature description
ensures high cyberthreat detection efficiency with short inference times, and the use of an
autoencoder yields the best F1-score values across the scenarios considered. The obtained
results confirm the potential for further implementation of the proposed generative method for
analyzing loT traffic time sequences and its application in intelligent network security monitoring
tools at the edge and gateway levels of loT systems.
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BsepneHue

HTCHCHUBHOE Pa3BUTUE TEXHOJO-
ruii ateprera Bemein (Internet
of Things, [0T) u ux BHenpeHue
B KPUTUYECKH BAKHBIC M TPOMBIIUICHHBIC
CHCTEMBI PUBOAUT K (POPMUPOBAHHIO pac-
MpEJEICHHBIX CETEBBIX CPENl C BBICOKOM

JUHAMHUKON COCTOSIHUU Y3JIOB U CETEBOIO
Tpaduka. YBeJIMUEeHUE KOJINYECTBA B3aUMO-
JNEUCTBYIOIINX YCTPOMCTB, UX T€TEPOreH-
HOCTh M aBTOHOMHOCTbH (DYHKIIMOHUPOBA-
HUSI CYLIECTBEHHO PacIIMPSIOT IOBEPXHOCTh
aTaK Y MOBBIIIAIOT BEPOSITHOCTh pean3aliu
CJIOKHBIX Kubepyrpos [1, 2]. B takux yc-

MHdopMaLmoHHanA 6e3onacHocTb B> 3awmta MHpopmauum
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