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AHHoTauua. MpedcTaBneHbl pe3ynbTaThl UCCIeQ0BaHUA, Liesblo KOTOPbIX ABMANACh
pa3paboTka anroputMa cteraHorpadum 1A COKpbITUA TEKCTOBbLIX COOBLLIEHMIA B BUOeO(alax.
B ocHoBe anroputMa nexuT npuMmeHeHue ANPPY3MOHHO-BEPOATHOCTHON MoLenu
C WyMorno/aB/ieHneM, KOTopas peasnimsyeTca riyboKon MCKYCCTBEHHOW HEMPOHHOW CeTbio.
ANropuTM COCTOUT M3 OBYX YacTei — 4N1A NepefaioLlelt U NpUHMMaloLLen coobLieHne
cTopoH. Ha nepepatoLelt CTOpoHe 0oCYLLLeCTBIAETCA CUHTE3 PYKOMUCHBIX M306parKeHNit
CUMBOJI0B (CUrHaTYyp) CTPOKM CKpbIBAeMOro CoobLLeHUA, BbIpaBHUBAHWE UX YaCTOTHOCTHU;
NPUMeHeHWe K cUrHaTypam npsaMoit auddysnu, B pesynsraTe Yero reHepupyeTcs 3allyMiieHHoe
nsobparkeHue, ocarkgaeMoe B BULEOCTErOKOHTelHep. Ha NnpueMHoi cTopoHe NpoBoAUTCSA
M3BJlIeYeHMe CUrHaTYp U3 BUOEOKOHTEHTa, obpaTHaa AMddysma ONnA NoayvYeHna cUrHaTyp
PYKOMWUCHBIX CUMBOJI0B CTPOKU, KOTOPbIE PAcMo3HATCA C NMOMOLLbI0 CBEPTOHMHOM HEMPOHHO
ceTu. HoBM3Ha 1ccnenoBaHWA 3aK/i04aeTcA B OpUrMHaNbHOM pa3paboTaHHOM anropuTMe
cTeraHorpaduyecKon sawuTel MHbopMaLMm B BUaeodaiiax, a Take B MoanduLMpoBaHHOM
crocobe ocaAeHWs CUrHaTyp Ha OCHOBE MeTo/ia 3aMeHbl HaMeHee 3HavalLmx 6utos. Crocob
3aK/1I04aeTCcA B NOBUTOBOM BHepeHUMN 6aTOB, XapaKTepm3yIoLLIMX YPOBEHb APKOCTM NMUKCesNen
B CMIHaType, B OfHM U Te e pa3pAbl APKOCTY CUHErO LiBeTa B Noc/ieoBaTeSIbHOCTM U3 BOCbMU
KaapOoB BUAEOCTEroKoHTelHepa. Takoi cnoco6 No3BosnI 3HaYUTENbHO YMEHbLUMTL BUOWUMbIE
MN3MeHeHWA, BHOCMMble B BUAEOKOHTEHT NpY 3aMeHe He MNafLUmX, a CpeaHMX 3HaYaLmux 61UToB
B CTErOKOHTeHepe. 370, B CBOI0 o4Yepeb, obecneynsaeT 60/bLLYI0 YCTOMYMBOCTb K aTaKam
CHaTWA Npy Nepeaye MHGOPMALLMM Mo cTerokaHany. lNpakTryeckas 3Ha4YMMOCTb pe3y/bTaToB
“ccsiefoBaHNA COCTOMT B pa3paboTaHHOM NMporpaMMHOM obecreyeHunm, C MOMOLLLbI0 KOTOPOro
6bi710 NpoBefeHo anpobupoBaHWe anropuTMa cTeraHorpaduyeckon 3auTbl MHGoOpMaLMm
B BuAeodainax, nokasabLlee BbICOKME 3HAYEHWUA MUKOBOI0 OTHOLLIEHUA «CUMHAM — LYyM»
Y MHIEKCa CTPYKTYPHOIO CXOACTBA M306parKeHni Npy BCTpanBaHUM MHGOpMaLK B CpefHue
paspAabl 6aiToB, 3a4al0LLMX APKOCTb NUKCesel CTeroKoHTeHepa.
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Abstract. The results of a study are presented, the purpose of which was to develop
a steganography algorithm for hiding text messages in video files. The algorithm is based
on the use of a diffusion-probability model with noise reduction, which is implemented by
a deep artificial neural network. The algorithm consists of two parts — for the parties sending
and receiving the message. On the transmitting side, the following is carried out: synthesis
of handwritten images of symbols (signatures) of the line of the hidden message, alignment
of their frequency; applying direct diffusion to signatures, resulting in the generation of
anoisy image that is deposited into a video stego container. At the receiving end, signatures
are extracted from the video content, back diffusion is performed to obtain signatures of
handwritten string characters, which are recognized using a convolutional neural network.
The novelty of the research lies in the original developed algorithm for steganographic
information protection in video files, as well as in a modified method of signature deposition
based on the method of replacing the least significant bits. The method consists of bitwise
embedding of bytes characterizing the pixel brightness level in the signature into the same
blue brightness digits in a sequence of 8 frames of a video stego container. This method made
it possible to significantly reduce the visible changes made to the video content when replacing
not the least significant bits, but the middle significant bits in the stego container. This, in
turn, provides greater resistance to compression attacks when transmitting information
over the stegochannel. The practical significance of the research results lies in the developed
software, with the help of which the algorithm for steganographic information protection in
video files was tested, which showed high values of the peak signal-to-noise ratio and the
index of structural similarity of images when embedding information in the middle bits of the
bytes that set the brightness of the pixels of the stego container.
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BBepeHue

XpaHa UHTEJUIEKTyaJIbHON COOCTBEH-
HOCTH U KOH(PHICHITHATBHBIX TaHHBIX
(mepcoHaJIbHBIX JAHHBIX, KOMMEpYe-
CKOM TaWHBI U Ap.) OT HECAHKIIMOHUPOBAH-
HOTO JJOCTYTIa IPUHAICKUT K UUCITy HanOo-

Jiee 3HaUMMBbIX 33J1a4 MH(OPMAIIOHHOM Oe3-
OIMacHOCTH. MHOT000pasne METOI0B U aJIro-
PUTMOB, MPEJIOKEHHBIX JUIsl €€ pPelleHus,
HE MOT'YT CUUTAThCSl YHUBEPCAIbHBIMU U JIeH-
CTBEHHBIMH MHCTPYMEHTaMH 32 HUCKITIOUe-
HUEM KBaHTOBBIX CHCTEM U KaHAJIOB CBSI3H,
KOTOpbIE K HACTOSIIEMY BPEMEHH BBUAY
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