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AHHoOTauuAa. MccnepoBaHve NOCBALLEHO pelleHWi0 3afjavu pa3paboTku MeTopa
3aWmUThl 06navyHbIX NNatGopM KpUTUYECKON UHOOPMALMOHHOM UHOPACTPYKTYpbI
Ha ocHoBe KubepuMMyHUTeTa. [lpoBefeH aHanM3 cyLLecTBYIOLMX NOAXOA0B K 3aluuTe
pa3fiMYHbIX MHGOPMALMOHHO-BBIYUCIUTENBHBIX CUCTEM. YCTAHOBNEHO, YTO CYLLLECTBYOLLME
noaxonbl He B MOJIHON Mepe yYUTbIBAKT 0COBEHHOCTU 061avHbIX NAaTHOPM KPUTUYECKOM
MHPOPMaLMOHHOM MHDPACTPYKTYpPLI, @ UMEHHO CIIO¥HYI0 MHOTOYPOBHEBYIO apXUTEKTYpY,
noTeHuMasnbHoe Hanuyme HeBbIABNEHHbIX YA3BUMOCTEN, MPUBOAALLMUX K BOSHUKHOBEHUIO
paHee HEW3BECTHbIX Yrpo3 HapyLeHWUA CEMaHTUKWU BbIYUCNEHWUN, MOBbILLIEHHbIE
TpeboBaHWA K YyCTOMYMBOCTM U HEO6XOOMMOCTb OMNEPATUBHOIO BOCCTAHOB/IEHUA LUTATHOMO
¢yHKUMOHUpoBaHuMA. MocTaBneHa 3aava pa3paboTKkyM HOBOro MeToAa 3aLuTbl 06/1a4HbIX
nnaTtGopM KpUTUYECKOM MHPOPMALLMOHHOM MHPPACTPYKTYpbl HA OCHOBE KMBEepUMMYyHUTETA.
CodopMynmpoBaHa runoTtesa o ToM, 4To obecneyeHue TpebyemMol YyCTOMYMBOCTMU
GYHKUMOHMPOBaAHUA 06nayHbIX NnatdopM B YyCNOBUAX BPefOHOCHbLIX BO34EUCTBUIA
BO3MOXHO MpW BapbMpOBaHWUM MapameTpoB MPOTUBOOENCTBUA B Npepeniax obnactu
HeobXoAMMBIX U O0CTaTOYHbIX 3HAYEHWUN, onpedenfAeMbIX C y4eTOM 3TUX TpeboBaHUN.
ObocHoBaHa npaes u paspaboTaH MeTon 3almMTbl 06M1a4YHbIX NNATOPM KPUTUYECKOW
MHPOPMaLLMOHHON MHPPACTPYKTYPbI C KUOEPUMMYHUTETOM, 0becnevnBaloLLMiA YCTOMUYMBOCTb
nX PYHKLMOHMPOBAHMA B YC/I0BMAX MHOOPMALMOHHO-TEXHUYECKMX BO3AENCTBUI 3a cHeT
BapbupoBaHuUA KoaboULMeHTa NOKPLITUA KUOEPUMMYHUTETa C y4eTOM BEpPOATHOCTU
LOCTUMEHUSA LieNIU U NMOJSTHORO BpeMeHU BbINOJSIHEHWUA NporpaMMHoOro LMka. HayuHaa HoBusHa
NpeasoKeHHOro MeTo[a 3aK/04aeTCA B TOM, YTO AJ1A HAXOMKOEeHUA He06X0AMMOro 3HA4EHMA
Ko3dPMUMEHTa NOKPLITUA KUOBEPUMMYHUTETA BNepBble UCMO0JIb30BaH MOAUGULMPOBAHHBI
meTon bucekumn. KpoMe Toro, oA NpoBEPKM CyLLECTBOBAHWA HEO6X0AMMOMO M [OCTAaTOYHOI0
3Ha4yeHWA JaHHOro Ko3¢duumeHTa BrepBble 060CHOBAH U BHeApeH COOTBETCTBYIOLLUIA
KpuTepuit. [poBeeHbl TeOpeTUHECKOE U SKCNepUMEHTasIbHOe UCCIleJoBaHKA pa3paboTaHHOro
MeTOAa, Mo pesynbTaTaM KoTopbIX MOATBEPHAEHa BbIABUHYTaA runoTesa.
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Abstract. The research is devoted to solving the problem of developing a method for
protecting cloud platforms of critical information infrastructure based on cyber immunity. The
analysis of existing approaches to protecting various digital systems has been conducted. It has
been established that current approaches do not fully account for the specific characteristics
of critical information infrastructure cloud platforms, namely: complex multi-layered
architectures; the potential presence of undetected vulnerabilities leading to previously
unknown threats of violation of computational semantics; elevated requirements for resilience;
and the necessity for restoration of normal operation. The research sets out the objective of
developing a new method for protecting cloud platforms of critical information infrastructure
based on cyber immunity. A hypothesis has been formulated, stating that ensuring the
required level of resilience for cloud platforms under cyberattacks is possible by adjusting
the countermeasure parameters within a range of necessary and sufficient values, defined
with consideration of the aforementioned requirements. The idea has been substantiated
and the method for protecting cloud platforms of critical information infrastructure with
cyber immunity has been developed. The method ensures the resilience of cloud platforms
under computer attacks by varying the cyber immunity coverage ratio, taking into account
the probability of achieving operational goals and the full execution time of program cycles.
The scientific novelty of the proposed method lies in the fact that a modified bisection method
has been applied to find the required value of the cyber immunity coverage coefficient.
Furthermore, a criterion for verifying the existence of a necessary and sufficient value of
this coefficient has been substantiated and implemented for the first time. Theoretical and
experimental studies of the developed method have been conducted, confirming the proposed
hypothesis.
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BesepneHue
paMKax peayu3aiuy HalMOHATIHLHOTO
npoekta Poccuiickoit denepanuu
«OKOHOMUKA JTaHHBIX» BEAETCS aK-
TUBHAs pa3padoTKa v BHEIPCHUE COBPEMEH-
HBIX «CKBO3HBIX» TEXHOJIOTHi, HalpaBiIeH-
HBIX Ha JIOCTIDKEHHE IU(poBOii TpaHchop-

Maluu U obecreyeHrne KOHKYpEeHTOCIOCo0-
HOCTH SKOHOMHUKH. K TakuM TEeXHOIOTHSIM
OTHOCSTCS, B YACTHOCTH, OOJTauHBIC BBHIUUC-
nenusi. O6naunsie margopmsl (OIT) ympo-
IAIOT PAa3BEPTHIBAHUE U YIIPABJICHUE THIIO-
BBIMH TIPOTPAaMMHBIMH PELIEHUSMH, a TAKXKe
o0ecreynBaroT OECIIOBHOE B3aUMOJICHCTBHE
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