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AHHOTauua. B HacToAwee Bpemsa npobneMa obecrneyeHUs UHPOPMALMOHHOWM
6e30MacHOCTN KPUTUYECKOM MHGOPMAaLMOHHON MHGPACTPYKTYPbl HEYKIIOHHO BO3pacTaeT
1 npuobpeTaeT cTpaTernyeckoe 3Ha4YeHUe, YTOo BbI3BaHO B3PbIBHLIM POCTOM CJIOMHBIX LieNIeBbIX
aTaK Ha MHPPAaCTPYKTYpHble 06beKTLI. PelleHne 3Tol npobneMel TpebyeT paspaboTKM HOBbIX
MoAX0O0B K OLEeHKe yrpo3 MHGOpMaLMOHHOM 6e30MacHOCTU, COYETAlOLMX aKTYaslbHOCTb
OaHHbIX, NMpefocTaBfifeMblX TEXHOSIOrMeNn pa3BedKu yrpos, ¢ rNyboKMM MOHUMaHWEM
cneuneuKM 3almiaeMbix cucTeM. AHanM3 cocToAHUA Mpob6ieMbl MOKa3biBaeT, YTo
cylliecTByloLLMe NoaxoAbl K OLEeHKe yrpo3 UHbopMaLMoHHOM 6e3onacHOCTU ONA 06beKToB
KpUTUYECKOM MHOOPMALMOHHON MHOPACTPYKTYypbl 06N1agaloT TakMMKU HedoCTaTKaMu,
KaK pa3pblB MeX[y OaHHbIMU pasBefKU Yrpo3 U KOHTEKCTOM KOHKPETHOW CUCTEMBI,
CYy6bEeKTUBHOCTb KayYeCTBEHHbIX OL,EHOK W CIOMHOCTb PaHHMPOBaAHUA Yrpo3 C y4eToM
MHOMeCTBa NPOTUBOPEYMBLIX KpuTEpUeB. [ NpeofosieHns 3TUX HeJoCTaTKOB B cTaTbe
NpeasioreH MeToq MHOMOKPUTEPUANIbHOW OLEHKKU Yrpo3 MHPOPMaLMOHHON Be30macHoCTH
06EKTOB KPUTUYECKOM MHDOPMALMOHHOM UHOPACTPYKTYPbIl, UHTErpUpYIOLLIUIA TEXHOOM UK
pasBedKu yrpos n uMopoBbIX OBOMHUKOB, B KOTOPOM TEXHOMOMMA LUOPOBLIX ABONHUKOB
npusBaHa obecrneyunTb HeobxoaMMoe NMoHMMaHWe 06beKTHOM cneunduKkn. PaspaboTaHa
cMCTeMa rnoKasaTtesiei, CTPYKTYPUPOBaHHaA Nno NATU NPOEKLUUAM OLLeHKWN Yrpo3: TAMeCTb
nocnefcTBUN, BO3MOMXHOCTU HapyLIMUTenA, YA3BMMOCTb 0O6beKTa, CNOMHOCTbL aTaKku
1 3¢ GeKTUBHOCTb 3aLuThbl. PaspaboTaHa KoHUeNTyanbHaA MoLesb CUCTEMbI OLLEHKM Yrpo3
nHpopMaLMoHHON 6e30NacHOCTM, OCHOBAHHOW Ha MPUMEHEHUN TeXHONorin uMbpoBbIX
[OBONHMKOB U pa3Beku yrpos. MNpeactaBneHa METOAMKA MHOTOKpUTEpUabHOM OLLEHKM Yrpos,
B KOTOPOW NPOM3BOAATCA pacyeTbl MHTErpasibHOro MHAEKCa yrpo3bl U [NapeTo-onTuMarnbHbIX
paHroB yrpo3 Mo COBOKYMHOCTM KpuTepueB. JKcrepuMeHTanbHoe anpobupoBaHue
Ha CMHTETUYECKUX OaHHbIX NOATBEPAMIO COMrlacOBaHHOCTb pe3ysibTaToB 3TUX pacyeToB.
MpaKTuyecKoe NpMMeHeHWe NpeasIoKeHHOro MeToAa No3BosiAeT NPOBOAMTL aHaIU3 yrpo3
KaK B LLeJIoM, TaK 1 B paMKax 0TAeIbHbIX NPoeKLMIA CUCTEMbI NOKa3aTesnen.

KnioueBbie cnoBa: yrpo3a MHhopMaLMOHHO 6e30MacHoCTL, pa3Be/ika yrpos, LydpoBoe MoaeMpoBaHie,
UMpoBbIE ABOMHMKM, MHOMOKPUTEPUATbHBIM aHanu3, MHGOPMaLMOHHAA 6e30MacHoCTb
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Abstract. Currently, the problem of ensuring information security of critical information
infrastructure is steadily increasing and acquiring strategic importance, which is caused by
the explosive growth of complex targeted attacks on infrastructure facilities. The solution to
this problem requires the development of new approaches for assessing information security
threats that combine the relevance of data provided by threat intelligence technology with
a deep understanding of the specifics of the protected systems. An analysis of the state of
the problem shows that existing approaches for assessing information security threats to
critical information infrastructure facilities have such shortcomings as a gap between threat
intelligence data and the context of a specific system, subjectivity of qualitative assessments,
and the complexity of ranking threats given many conflicting criteria. To overcome these
shortcomings, the article proposes a method for multi-criteria assessment of information
security threats to critical information infrastructure facilities that integrates threat intelligence
and digital twin technologies, where the digital twin technology is designed to provide the
necessary understanding of object specifics. A system of indicators has been developed,
structured according to five projections of threat assessment: severity of consequences,
intruder capabilities, vulnerability of the facility, complexity of the attack, and effectiveness of
protection. A conceptual model of an information security threat assessment system based on
the technologies of digital twins and threat intelligence has been developed. A multi-criteria
threat assessment methodology is presented, in which the integral threat index and Pareto-
optimal threat ranks are calculated based on a set of criteria. Experimental testing on synthetic
data confirmed the consistency of the results of these calculations. Practical application of the
proposed method allows for threat analysis both as a whole and within individual projections
of the indicator system.
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BeepneHue
KCTIOHCHITUAJIBHBIA POCT CJIIOXKHBIX
[[EJIEBbIX aTaK Ha OOBEKTHI KPUTHU-
yecKoi mH(pOpManoOHHONW MH(ppa-
crpykrypsl (KMHN) Tpebyet pazpaborku
HOBBIX IOJIXOZIOB K OIIEHKE YIpo3, codye-

TAIINX aKTYaJbHOCTh JIAHHBIX Pa3BEIKH
yrpo3 (PY, Threat Intelligence — T1) ¢ rimy-
OOKUM MOHUMAHUEM CIeIU(PUKH 3aITUIIA-
eMbIx cucteM. CyIiecTBYIOIIUE MOIXO/IbI
K OIICHKE yrpo3 HHGOpMAITMOHHON Oe301ac-
Hoctu (UB) mist o6bekroB KU cTankuBa-

MHdopMaLmoHHanA 6e3onacHocTb B> 3awmta MHpopmauum
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