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AHHoOTauuA. B HacToAwee BpeMa pacnpocTpaHeHWe NoJslyyaeT HOBbIA TUM yrpos
MHPOPMaLMOHHON 6e30NaCHOCTU — CKPbITHIA MaMHUHT, UCMOJb3YOLWMIA BIYUCIUTENbHbBIE
pecypcbl nosnib3oBaTesnen Yyepes bpaysepbl. BpegoHocHoe nporpaMMHoe obecrneyeHune
Ha ocHoBe dannos WebAssembly HecaHKLMOHMPOBAHHO UCMOMb3YyeT BbIYMCIIUTESIbHbIE
pecypcbl nosib3oBaTesie KOMMbIOTEPHbIX cucTeM. CyLecTByoLMe cnocobbl 06HapyKeHus
«CKpbITbIX MaHepoB» B Hpay3epHoN cpefile OCHOBAHbI: Ha anNropuTMax AMHaAMUYECKOro
aHanusa, oHaKo MMEeKT pAL OrpaHuYeHnit, Hanpumep TpebyeTtcA, YTobbl BpeAOHOCHOE
nporpaMMHoe obecrieyeHue 1A CKPbITOro MaHWHIa paboTaso B TeYeHue onpeaesieHHoro
nepuoaa BpeMeHU, XapakTepusyloTcsa 60/bLINM KOSTMYECTBOM JIOMHbIX cpabaTbiBaHW;
anropuTMax paboTbl pacluMpeHuin bpaysepa, KOTopble UCMONb3YIOT YepHble CIUCKK A
npefoTBpaLleHnA HeCaHKLMOHUPOBAHHOI0 AOCTYNa K Bpay3epHoi cpefe nosib3oBaTesNen,
O[HAKO 3/10YMbILLJIEHHUKM YAaCcTO MEHSAIOT MMEHa CBOMX OOMEHOB U Ap. AKTyanbHOCTb
MCMoNIb30BaHMA cneumanbHblX CPpefcTB 3alWuUThl OT 6pay3epHbIX KpUNToManHepoB
He Bbi3blBaeT COMHeHUN. Llenbio gaHHoro uccriefoBaHuA ABAAETCA NOBbILIEHWE YPOBHA
3aLUMLLLEHHOCTX Bpay3epHol cpefbl NoJSib30BaTeNel KOMMbIOTEPHBLIX cucTeM. [locTUKeHMe
MOCTaBIEHHOWM LLeNIN BO3MOKHO MYyTEM pellueHUs rflaBHOM 3aayu — CBOEBPEMEHHOE
aBTOMaTM3UpOBaHHOe OOHapyMeHUe «CHKpbITbIX MaliHepoB» B 6Gpay3epHoi cpefde
M NpedoTBpaLLeHne HeCaHKLMOHMPOBAHHOIO MaHMHra. B cTaTbe onncaHo nporpaMMHoe
obecrnieyeHne, KOTOPOE He 3aBUCUT OT UCTOSIb3yeMoro bpay3epa Uv onepaLMoHHON CUCTEMBI,
YCTOMYMBO K MOMbITKaM 06x04a 3alUThbl CO CTOPOHbI 3/I0YMbILLNIEHHUKOB M NO3BOANUT
nosib30BaTesIAM [OCTOBEPHO Pacrno3HaBaTb «CKPbITLIX MalHEpPOB» 1 TeM CaMbiM MOBLICUTb
YypOBeHb MHpOpMaLMOHHOM 6e30MacHOCTM KOMMNbIOTEPHOM c1cTeMbI. B ocHOBY nporpaMMHoro
obecneyeHnA 3a0KeHbl anropuTMbl KNaccupuKauum, peannsyemble Ha 6ase CBepTOUHOW
HeMpOHHOW ceTU. Pe3ynbTaThl UCCNeA0BaHMA U SKCNepUMeHTasIbHble faHHble MoKasanu, YTo
B pe3ynbTaTte anpobauunm nporpaMMHoro obecneyeHa TOYHOCTb pacno3HaBaHMA «CKPbITbIX
MaiHepoB» B bpay3epHoli cpede coctaensaeT 91,37%.
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Abstract. Currently, a new type of information security threat is spreading — hidden
mining, which uses the computing resources of users through browsers. Malicious software
based on WebAssembly files unauthorizedly uses the computing resources of users of
computer systems. The existing methods for detecting “hidden miners” in the browser
environment are based on: dynamic analysis algorithms, however, they have a number
of limitations, for example, it is required that malicious software for hidden mining work
for a certain period of time, they are characterized by a large number of false positives;
algorithms of browser extensions that use blacklists to prevent unauthorized access to
the user’s browser environment, however, attackers often change their domain names,
etc. The relevance of using special protection tools against browser-based cryptominers is
beyond doubt. The purpose of this study is to increase the level of security of the browser
environment of users of computer systems. Achieving this goal is possible by solving the main
task - the timely automated detection of “hidden miners” in the browser environment and
the prevention of unauthorized mining. The article describes software that does not depend
on the browser or operating system used, is resistant to attempts to circumvent protection
by intruders, will allow users to reliably recognize “hidden miners”, and increase the level of
information security of a computer system. The software is based on classification algorithms
implemented on the basis of a convolutional neural network. The results of the study and
experimental data showed that as a result of testing the software, the recognition accuracy
of “hidden miners” in the browser environment is 91.37%.
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BBepneHue

BIHOYHBIN CIPOC YBEIUYHII KOMMeEpUe-

CKYIO LIEHHOCTh KPUIITOBAIIOT, KayKaas

13 KOTOPBIX MpeJiiaracT MeXaHu3Mbl MO~
kmroueHns k cetn Proof-of-Work (PoW) ¢ mo-
MOIIBI0 CHCTEMHOTO TIPOTPAMMHOTO o0ecrieye-
Hus (I[10), yenoBHo-6ecrutatHoro 110 wium BeO-
ckpunta [1]. JIerkoCTh MOAKIIOUEHUS K CETH
KOHKYPEHTOB B 00JIaCTH KPUIITOOOPAOOTKH I10-
3BOJISIET 3JIOYMBIIIJICHHIKAM HECaHKIIMOHUPO-
BaHHO HCITOJIb30BaTh UYXKHE BEIYHCIUTEIbHbIE
MaIlHBI (MOAOOHBIE aTaKN HA3bIBAKOTCS «CKPbI-
TBII MAHUHTY, WU «KPUIITOIKEKUHTY) [2].

ATak¥ CKPBITOIO MaifHMHTa MOXHO pa3-
JeTUTh:

e Ha MAaWHUHT HAa OCHOBE JBOMYHBIX (haii-
JIOB — BBIMOJHSETCS C MMOMOIIBIO BPEO-
HOCHBIX TIPOTPaMM, JIOCTABIISIEMBIX Yepe3
criam, HaOOPBI IKCIIONTOB MITH «TPOSTHBD».
Kax Tonpko ycTpoicTBO 3apaeHo, OHO 3a-
rpy’aeT U 3aIlyCKaeT JBOWYHBIN (MCTIONHS-
emblil) daiin maitnunra. Bpenonocuoe 10
JUTSL KpUNITOMAHUHTA OOBIYHO TIPE/ICTAB-
as1eT co00l BapHAHT JISTHTUMHOTO KJIMCHTA
JUTS MAafHUHTA C OTKPBITBIM HCXOJHBIM KO-
JIOM, C HACTPanBaeMbIMH ITapaMeTPaMHU KOH-
¢urypauuu [3];

MHdopMaLmoHHanA 6e3onacHocTb B> 3awmta MHpopmauum
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