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AHHoTauma. Hanuuune ya3BUMOCTe B NporpaMMHOM 06ecrneyeHnn ABAAETCA akTyanbHOWM
npo6sieMon. YA3BUMOCTM MOTYT C/TY*UTb OCHOBOW AJ1A HapyLUeHWA KoHPUAEHLMANbHOCTH
N yTeuYku uHpopMaummn. Llenbio gaHHoro MccnenoBaHus ABAETCA MOBbILLUEHWE YPOBHA
3aLLMLLLEHHOCTM NPOrpaMMHOro obecrneyeHna Ha BCeX 3Tamnax MM3HeHHOro UuWKa oT 3Tana
pa3paboTKK [0 3Tana BHedApeHMA U 3KchnyaTauuu. [LlocTUHeHMe NOoCTaBeHHOW Lenu
BO3MOHO MyTeM aBTOMaTU3UPOBAHHOI0 aHasM3a NPorpaMMHOro Koda v yBesnyeHus
TMNOB O0BHapyKMBaeMbIX ya3BMMocTel. B paboTe npeanoreH 6e3onacHblii KOHBeNep
OOCTaBKM MporpaMMHoOro obecne4yeHus, KOTOPbIA NO3BONIAET NPOBOAUTL CTaTUYECKUI
1 OUHaMUYeCKUI aHaNM3 NPOrpaMMHOro Koda, aHanus3 NoucKa yA3BMMOCTEN B CTOPOHHMX
KoMmnoHeHTax 1 docker-obpasax. PaccMoTpeHbl monynsipHbIe MPOrpaMMHbIE MHCTPYMEHTHI, UX
OT/IMYUTESIbHBIE 0COBEHHOCTU, faHO 060CHOBaHMe Bbibopa NPOrpaMMHbIX PELLEHWUI, KOTopble
3asi0XeHbl B OCHOBY pa3pabaTbiBaeMoro 6e3omnacHoro KoHeeiepa goctaBku. HoBu3How
paboTbl ABNAETCA BO3MOMHOCTb KOHBENepa B aBTOMaTU3UPOBAHHOM PeXUME 06HapYHUBaTb
YA3BMMOCTM Ha BCEX 3Tanax ¥U3HEHHOro LMKMIa NporpaMMHoOro obecneyeHuns, HaumMHan
OT MIaHUPOBaHWA U NMPOEKTUPOBAHWA BNJIOTb 40 TECTUPOBAHWSA, pa3BepPTLIBaHWA U MOHUTOPUHIA
B NPOM3BOACTBEHHON Cpefle, YTO MO3BOSIAET YCTPaAHATL YA3BMMOCTWN Ha PaHHUX CTaauAX,
TEM CaMbIM MOBbILLAA YPOBEHb 3aLLMLLEHHOCTM NporpaMMHoro obecneveHus. MpoeeneHo
TecTMpoBaHWe 6e30MacHOro KoHBeepa AOCTaBKMU NporpaMMHoro obecrneveHus. Micxoan
13 pe3ynbTaToB OLEHKK, pa3paboTaHHbI 6e30mnacHbI KoHBEep JOCTaBKM NPOrpaMMHOro
obecneyeHuWs NoKasarn, YTo B CpeiHeM CpeACcTBaMM UHCTPyMeHTa Semgrep 6b110 BbIABEHO
98% yasBuMocTel, cpeacTBaMmn MHCTpyMeHTa OWASP ZAP - 90% yasBuMocTel, cpeactsamm
nHcTpyMeHTa Dependency-Track — 96% yasBumocTei, cpegctBaMmn MHCTpyMeHTa Trivy — 88%
yA3BUMOCTEN. Pe3ynbTaThbl MCCIe[0BaHNA U SKCNEPUMEHTabHbIE JaHHbIe MoKa3anu, Y4To
B CpeaHeM TOYHOCTb 0BHapyKeHUs yAa3BUMocTel cocTaBnAeT 93%. MNMpakTuyeckas LLeHHOCTb
paboTbl 3aKN04AETCA B TOM, UTO pa3paboTaHHbIN 6e30MacHbIN KOHBENep AOCTaBKM NMPOrPaMMHOr0
obecrieyveHns MOKET BblTb UCTOMb30BaH B KA4eCTBe MHCTPYMEHTA A/1A 06HapYHeHWs YA3BUMOCTel
MporpamMMHOIro Kofa crneuuanuctTaMmm — paspaboTyumMkamMm NporpaMMHoro obecneyveHus, a TaKke
crnewumanMcTaMm no MHpopMaLmoHHom 6esonacHocTy UT-KoMnaHuii. Mony4veHHble pesynsraTbl
MOFYT 6bITb MCMOJIb30BaHbl B 06/1aCTV Pa3paboTHM 3aLLMLLEHHO0 NPOrpaMMHOro obecreveHus,
dopManmsaumm 1 HTepNpeTaLmm yA3BUMOCTEN B MPOrpaMMHOM KOJi€, YTO NMO3BOSIUT CO34aBaTb
HOBble NMpaBusia UX BbIABIEHWNA U pa3paboTKM KOHTPMEP MO UX HEUTPanNMU3aLum.
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Abstract. The presence of vulnerabilities in software is a pressing problem. Vulnerabilities
can serve as a basis for breach of confidentiality and information leakage. The purpose of
this study is to increase the level of software security at all stages of the life cycle from
development and implementation to operation. Achieving this goal is possible through
automated analysis of program code and increasing the types of vulnerabilities detected.
The work proposes a secure software delivery pipeline that allows for static and dynamic
analysis of program code, analysis of the search for vulnerabilities in third-party components
and Docker images. The article reviewed popular software tools, their distinctive features,
and provided justification for the choice of software solutions that form the basis of the
developed secure delivery pipeline. The novelty of the work is the ability of the pipeline to
automatically detect vulnerabilities at all stages of the software life cycle, from planning and
design to testing, deployment and monitoring in a production environment, which allows
you to eliminate vulnerabilities at an early stage, thereby increasing the level of software
security. Conducted testing and approbation of a secure software delivery pipeline. Based
on the assessment results, the developed secure software delivery pipeline showed that on
average 98% of vulnerabilities were identified using the Semgrep tool, 90% of vulnerabilities
using the OWASP ZAP tool, 96% of vulnerabilities using the Dependency-Track tool, and 88%
using the Trivy tool. The results of the study and experimental data showed that on average,
as a result of testing, the accuracy of detecting vulnerabilities is 93%. The practical value of
the work lies in the fact that the developed secure software delivery pipeline can be used as
a tool for detecting program code vulnerabilities by software development specialists, as
well as information security specialists of IT companies. The results obtained can be used in
the field of secure software development, formalization and interpretation of vulnerabilities
in program code, which will make it possible to create new rules for their identification and
development of countermeasures to neutralize them.
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BseneHue

azpaboTKa ¥ JOCTaBKa MPOrPaMMHOTO
P oOecriedeHus B IPOU3BOACTBEHHYIO

Cpeay COCTaBJIAKOT HCOTHEMIICMYIO
4JacTh Iponecca Co3gaHusa U IMOAACPIKKHU
IIPOrPaMMHBIX MPOLYKTOB. C pOCTOM CIIOXK-
HOCTH U O6T)€Ma IMPOCKTOB, a TAKKC C YBC-
JUYeHUEM TPeOOBaHUI K CKOPOCTH U Kaue-
CTBY pa3pabOTKU Bce OOJNBIIYIO MOMYJIsp-

HOCTh npuoOpetaer meronosorus DevOps
(Development & Operations), koTopast 00b-
eMHseT pa3paboTKy U onepaloHHbIe IPo-
LECChI U MTO3BOJIACT IMOBBICUTH YPOBCHD aB-
TOMATH3aLUH U YCKOPUTH ITPOLIECC AOCTABKH
nporpammuoro obecneuenus (I10). C ue-
JBI0 0OecreyeHns: 6e30MacHOCTH M Ka4eCTBa
IPOrpaMMHOT0 00O€eCIIeYeHUs Ha BCeX ATa-
nax ero XM3HEHHOT'O LMKJIA PUMEHSETCs
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